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N-able's Security Manager - AV Defender™ delivers powerful virus and malware protection for enterprise-
class security for Windows® devices on your clients’ networks. Powered by the industry-leading
BitDefender® security engine, it is fully integrated into N-central® to deliver comprehensive management

from a single pane of glass.

OVERVIEW

Comprehensive Windows Protection

Security Manager — AV Defender™ uses advanced technology to protect your
Windows devices from the latest security threats. Bitdefender technology consistently
wins independent industry security tests.

Simplified Security Management
Designed specifically to secure the complex IT environments of modern connected
companies, AV Defender provides:

+  Simplified exclusion management with organizational and
system-level Global Exclusions

+ Streamlined deployment with rule-based automated configuration, deployment,
and migration of your customer environments

*  Automatic removal of most previous AV products

* Increased visibility of anti-virus activity with comprehensive Security Events

* Enhanced monitoring with a dashboard-style view of anti-malware activity

* Robust reports to quickly and dynamically provide insight into your environment

Simple Rollout

Replacing any widely used system can be daunting. Security Manager — AV
Defender removes the hassle by deploying at the click of a button and automatically
uninstalling most legacy endpoint clients. Additionally, N-central allows you to
schedule deployment and customer-system reboots.

Comprehensive Feature Set

AV Defender provides more than just antimalware protection. It includes a fully
featured two-way firewall, intrusion detection, anti-phishing, web filtering, and
user control. This comprehensive functionality is essential in blocking increasingly
diverse threats from infecting end-user systems and server endpoints.

v' SCALABLE VIRUS AND
MALWARE PROTECTION

v AUTOMATIC UPDATES

v MULTIPLE DEPLOYMENT
OPTIONS

v' SIMPLE ADMINISTRATION

44 We can do it better,
faster and cheaper than
our clients can. 99

-Steve Jaramillo, Founder and
Chief Executive, Catalyst



FEATURE DETAILS

Comprehensive Protection
Delivers an all-in-one security solution,
including anti-virus, antimalware,
personal firewall and host intrusion
prevention.

Configuration Management
Configure all of the settings that will
be applied to multiple devices upon
installation of the endpoint security
software, significantly decreasing
setup time.

Around-the-clock Updates
Automatically download the latest
detection updates even if a device is
temporarily outside its internal network.
This provides customers with maximum
protection anywhere, anytime.

Multi-Stakeholder Reports
Communicate vital information to
executive, management, operational
and technical stakeholders, and
external parties such as auditors.

Real-Time Incident and Alerts
Monitoring

Use the centralized monitoring to unify
the information of all protection across
all customers, allowing your technical
staff to take actions in real time. Define
the type of security events that will
dispatch an email notification.

Easy Deployment

Provides simple remote deployment
by device or device group, ensuring
bandwidth-friendly mass rollout and
signature file updates. Existing
protection found on a device will be
removed automatically in most cases.
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ADVANTAGES

Protect critical and sensitive
information: Allows you to effectively
guard your customers’ most valued
assets by providing a security solution
that will protect information on all
network endpoints.

Increase productivity: Reduce
interruptions or downtime in your
customers’ networks by reducing
downtime and controlling the use of
unproductive or banned applications.

Reduce operational complexity
and lower costs: Delivers complete
endpoint security in a single solution,
eliminating the need for multiple security
tools using multiple consoles.
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‘. Service Status

Current Status:
Scan Time: 2014-Apr-25 15:40
Transition Time:  2014-Mar-08 1715

Overview Details

Installation Status: «
Protection Status:

v/ Anti-virus and anti-spyware
v Firewall

v Intrusion prevention

v’ Proactive detection

v" On-demand behavioral analysis

v" Rule-based system behavior
blocking

v’ Malware audit & disinfection
service

v' Application control

v/ 2007 WildList® proactive
detection

v’ Behavioral analysis detection
v" Rootkit detection

Show Detected Threats in the last: 7 days

[Wvalvare Events

Threat Type

= Count

[xProcess Events

[XFirewall Traffic Events

Firewall Traffic Events

[Xcontent Control Events.

Content Control Events
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[EPnishing Events

Phishing Events

Last System Initiated Scan Summary

Last User Initiated Scan Summary

Description *  Value =

Description

= Value

Items Scanned 1879,

Infected ltems 0

Resolved ltems 0

Deleted ltems 0

Suspicious ltems 0

Scan Status Completed

ﬂ No data available.

For more more information, contact us at n-able-salesgroup@solarwinds.com.

n-able-info@solarwinds.com | 1-877-655-4689

Technologies and SolarWinds Worldwide, LLC are not affiliated with any of the respective companies.
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